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Introduction
Today, biometric verification systems are emerging because of their unique features that assist us to recognize people based on the extracted physical (e.g. face, fingerprint, and iris) and behavioral (e.g. voice, keystroke, dynamics, gait and signature) features. The two types of biometric features are hard to be replicated by another individual and they have the capability to reliably discriminate between a genuine person and an imposter [1] [2] . These features change over time due to aging and other developmental factors. These features should have specific characteristics such as individuality, stability, satisfactoriness and collectability. Human verification is required for our routine events, especially in the forensic applications and many high-security environments [3] .
The handwritten signature is one of the most familiar behavioral attributes for self-verification of identity. The written signature is viewed as the key means of classifying the signer of a written document based on the inherent hypothesis that a person's normal signature changes slowly and is very difficult to erase, alter or forge without detection [4] . In the signature recognition (or identification) problem, a given signature is looked up in the database to establish the signer's identity. The signature verification problem is concerned with determining if a particular signature is genuine or if it is a forgery [5] .
In general, it is easier for people to transfer from using the popular pen-and-paper signature to one where the handwritten signature is taken and tested electronically.
The recognition of human signature is vital when the focus is on improving the interface between human beings and computers; if the computer is intelligent enough to understand human signature, it will provide a smarter, quicker and more economic way to verify human signatures.
Typically, the signature verification system can be divided into two main classes based on the acquisition of the signature: 1-dynamic or online verification method where the signature is captured during the writing process on a digitizing tablet and stored to a computer to evaluate the dynamic information like writing speed, pressure points, velocity, acceleration and distance travelled etc., to identify a person; 2-Static or offline veriAutomated Off-line Arabic Signature Verification System using Multiple Feature Fusion for Forensic Applications ‫التحقق،‬ ‫نظام‬ ‫العربية،‬ ‫التواقيع‬ ‫اجلنائية،‬ ‫أدلة‬ ‫ال‬ ‫املفتاحية:‬ ‫الكلمات‬ ‫املنطق‬ ‫اخل�صائ�ص،‬ ‫ا�صتخراج‬ ‫املدجمة،‬ ‫اخلطية‬ ‫اخل�صائ�ص‬ ‫ال�صبابي.‬ fication method that uses a static image of the signature.
In this class, information like width, height, aspect ratio, the center of gravity etc., are measured to identify a person [5] . The offline signature verification is more challenging than the online signature verification because the features are extracted from the static 2D image of the signature and it lacks dynamic information [6] . Still, the performance of the offline verification systems is usually lower than the online system; therefore, it needs to be improved. Furthermore, document analysis generally relies on the offline systems, e.g. verification of a check or signed document; so the work suggested in this paper is focused on an offline verification system [4, 7] .
Skilled forgeries are made by criminals after reviewing original examples of the signature, trying to reproduce it as closely as possible. This type is the riskiest kind of counterfeiting. Obviously, the problem of signature verification becomes more and more difficult when passing from random to simple and skilled forgeries, the latter being so difficult a task that even human beings make errors in several cases [1, 3] . Real practical problems concerning offline signature verification can be categorized into two main categories: (a) Problems related to the extraction of a signature's fingerprint from the document and (b) problems related to the verification task itself [4] [5] .
Many previous studies have recommended that design using different classifiers offers balanced information about the patterns to be classified. These stud- Next, a registration step is performed where the signature is scaled into an appropriate form to gain a better and more accurate result. After that, the shifting operation is invoked using the center of gravity to determine the centric of the signature. After applying shifting operation, the rotation is performed to align the signature to the correct position. The system decreases the number of DWT levels and the amount of required training, with a low FAR and FRR percentage of 10.9%.
Literature Review
An effective offline signature verification using texture and topological features (e.g. baseline slant angle, aspect ratio, the center of gravity of the whole signature image and the slope of the line joining the center of gravities of two halves of a signature image) from signature images is proposed by Jana R et al. [11] . The authors studied an image clustering process based on Recently, the fuzzy inference system has been em- According to the output of the fuzzy inference system, the decision is made that the test signature is forged or genuine. However, the efficiency of the algorithm depends on variations between training signatures. So if The researcher faces a challenge in designing such a system to counter intrapersonal and interpersonal variations [17] .
In this paper, a technique for signature verification Whereas, the level two verification relies on the output of the fuzzy logic module depending on the membership functions that has been created from the signature's features in the training dataset for a specific signer.
Proposed System
Off-line signatures are of different shapes and sizes and the variations in them are so immense that it is dif- That is why a color signature image is converted into a grayscale image.
Binarization:
The grayscale signature is treated by a histogram-based binarization to produce a binary image that contains only 0's and 1's.
Noise reduction:
Once the original image is binarized, the next step is to remove the noise from signature image caused during scanning (extra pen dots other than a signature) via median filtering method.
Image cropping:
The binary image is segmented from the background to remove the white space surrounding the signature using the segmentation method of vertical and horizontal projections.
Rotation and width normalization: The cropped
image is scaled using bi-cubic interpolation to a constant width, keeping the aspect ratio fixed. Normally, The result of the preprocessing phase is a noise free, resized, binarized, thinned image.
C. Features extraction
After the signatures have been attained and preprocessed, the next step is to mine discriminant features from the signature images. When parameter features are utilized, the signature is described as a vector of elements, each one descriptive of the value of a feature.
Usually, the success of a signature verification system is critically subject to feature extraction. A perfect feature of deviation of this signature from it's total signatures within the database, which will be used in level 1 classification that will be explained later.
D. Building fuzzy inference system
As there are complex deviations in the feature elements of each signature in order to match a specific signature with the database, the system needs to fuzzify the features [25] [26] . This approach uses the Mamdani model for fuzzy analysis that is implemented for level The most popular defuzzification method is the centroid, which calculates and returns the center of gravity of the aggregated fuzzy set [8] .
E. Verification
This is the final phase where the tested input signature is verified against the sample signature stored in the database. The proposed system performs this using two levels of verification (classification). After that, the final decision is based on the combination of two classifiers to determine whether the signature belongs to the genuine class or to the forgery class. 
Experimental Design
In order to test the efficiency and validity of the proposed system, the system by MATLAB language and credit the verification rules in C# language was implemented. The prototype verification technique in a modular fashion was built and it was implemented and tested using a DELL PC machine which had the follow- 
Results and Discussion
The first set of experiments was performed to compare the verification performance of the proposed system that employs two verification levels: distance-based and fuzzy-based verification with conventional signature verification classifier using SVM [19] , NN [14] and fuzzy logic [26] using the same features. In the method described by Singh and Patel (2013) , each feature is fuzzified using the TS model [26] . Rules are written in fuzzy inference system to accept only true signatures based on mean and variance values of the angle calculated for each image. The rules are combined to accept only true signatures and reject the forgery. Table-1 
Conclusion and Future Work
In this paper, an adaptive method for signature recognition is introduced. Also, the problem of fake signature verification in off-line systems is tackled using two levels of verification based on similarity distance and fuzzy concepts in the decision-making process. In the beginning, the signature database is described then preprocessing steps and feature extraction for the veri- 
